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Financial Institutions (FIs) face a demanding tradeoff 
between security and user experience –  the 
more secure a digital banking platform, the more 
inconvenient it becomes for the end user. With voice 
biometrics, account holders easily verify their identity 
with their unique and identifiable phonetic features, 
making voice a useful, secure identity verification 
tool.

Alkami’s Voice Biometric Authentication solution 
stops wire fraud in real-time, eliminates call backs, 
increases operational efficiencies, and improves 
the user experience. Talk about layered security, 
our solution goes above and beyond the effective 
controls cited in the Federal Financial Institutions 
Examination Council (FFIEC) guidance to provide 
account holders with 24/7 interactive voice response 
call recording, anomaly detection, amount thresholds, 
and out- of- band alerts.

Benefits for Users

• Gain peace of mind for protection of funds

• Conveniently perform verification of wires

• View wire activity and approve/reject status

• Manage an approved beneficiaries list

Benefits for FIs

• Stay in compliance with FFIEC guidance

• Provide out-of-band alerts and out-of-band 
device for verifications

• Eliminate wire verification call-backs 

• Protect against account takeover fraud

• Prevent account holder losses

• Easily retrieve recorded verifications for account 
research if needed 

How it Works

Alkami’s Voice Biometric Authentication establishes 
a unique toll-free number in our interactive voice 
response system for your FI. You can simply enroll 
your account holders and provide them with the 
phone number and information necessary to 
establish their unique voice print in our biometric 
engine. 

As wire requests (online, fax, or email) come into 
your FI, our solution systematically analyzes the wire 
content, applying the individual rule sets established 
for the user by your FI. If a rule set is violated, the 
account holder is alerted and will be prompted to call 
the hosted interactive voice response system. The 
user will enter an authorization code and repeat a 
random phrase to authenticate themselves. Once 
authenticated, the user will hear details about 
the wire and can approve or reject suspect wire 
transactions instantly.

For more information, contact your Alkami 
representative or visit Alkami.com.
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