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How has the fraud landscape changed this past year? 
Let us count the ways.

It is an understatement to say it has been an 
extraordinary year since the last Appgate Faces of 
Fraud Report was published. Due to COVID-19, the 
workforce and customer base have shifted to “work 
from anywhere” and how we interact with the world 
has evolved in ways we never truly imagined.

For fraudsters, there has been no respite. The fraud 
economy took no pandemic hit. There was no 
reduction in schemes among adversaries and they 
experienced no job losses. Instead, these shifts have 
presented a myriad of new opportunities for illicit 
financial gain. Fraud is big business, and as the survey 
results show, business is good.

Welcome to the report summarizing The 2021 Faces 
of Fraud Survey, in which you will learn more about 
the fraud evolution and the impact of emerging 
technologies. Turn the pages to learn:

The top forms of fraud affecting financial services in 
2021
How the pandemic effected fraud schemes
Where today’s financial institutions are focusing 
investments on fraud prevention technologies in the 
coming year

More than just survey results, I hope we’re able to 
give you new ideas to inspire actions. The adversaries 
are dreaming up new ways to attack you. How about 
some new ideas to defend against them?

Best,

Tom Field
SVP, Editorial
Information Security Media Group
tfield@ismg.io

INTRODUCTION: ENABLING DIGITAL TRUST 
IN A CONNECTED FRAUD LANDSCAPE
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BY THE NUMBERS

A STATISTIC THAT JUMPS OUT FROM THIS STUDY

60% of survey respondents grade themselves “above average” 
or “superior” when it comes to identifying and mitigating fraud.

60%

But:

50%
50% say fraudsters have too much valid customer 
information at their fingertips that they too easily get around 
our controls to prevent account takeover and origination

55%
55% say their customers and/or partners lack sufficient awareness 
to protect themselves from socially engineered fraud schemes

38% say today’s fraud schemes evolve too quickly to keep pace

38%
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EXECUTIVE SUMMARY

None of us has ever seen a year like the past one.
We saw the world paralyzed by a global pandemic during which time organizations had to 
embrace the elements of digital transformation—remote work, mobile commerce, cloud 
migration—in ways even the wildest optimists never predicted. The elements combined to 
produce a true watershed year.

For fraud and fraudsters, the pace remained steady and maybe even picked up a bit. But, for the 
actual faces of fraud, the shift was subtler. To put The 2021 Faces of Fraud Survey findings in 
perspective, let’s look back at what we discovered in 2019 and 2020.

A LOOK BACK AT THE 2019 FACES OF FRAUD SURVEY 

WHAT WE WERE SAYING THEN
About 79% of surveyed organizations said the number of fraud incidents remained steady or 
increased in the past year, while 70% said financial losses from these incidents have also stayed 
steady or increased.

THE TOP FORMS OF FRAUD AFFLICTING THESE ORGANIZATIONS IN 2018:
• Payment card fraud: 56%
• ACH/wire fraud: 49%
• Phishing (nonbusiness email compromise): 44%

56%

49%

44%

Payment card fraud

ACH/wire fraud

Phishing (nonbusiness 
email compromise)
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A LOOK BACK AT THE 2020 FACES OF FRAUD SURVEY 

A YEAR AGO:
• One-quarter of financial institutions experienced at least one spear phishing or business email 

compromise attack in 2019 in which user credentials were compromised and/or fraud was 
committed. These attacks also often resulted in intellectual property damage and property damage.

• Yet, nearly half of institutions surveyed stated that they had limited or no visibility in identifying 
the impact of such an attack.

WHEN ASKED TO NAME THEIR ORGANIZATION’S TOP BARRIER TO IMPROVING FRAUD 
PREVENTION, RESPONDENTS CITED:
• Technical barriers: Our controls do not “talk to one another” among different parts of the 

organization: 23%
• Customer experience: We do not want to add any new anti-fraud controls that might in any way 

impede the customer experience with our organization: 23%

Among some of the key findings from 2020:

THIRD-PARTY RISK WAS A SIGNIFICANT CONCERN:
While the speed of evolution of fraud schemes was seen as the greatest vulnerability; at 60%, the 
lack of awareness of socially engineered fraud schemes among customers and partners was a 
close second at 57%.

60%

57%

Speed of evolution of fraud schemes

Lack of awareness of socially 
engineered fraud schemes

EXECUTIVE SUMMARY

23%

23%

Technical barriers

Customer experience
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STOP AND REFLECT FOR A MOMENT ON HOW PRESCIENT THE PAST TWO YEARS HAVE BEEN:
• In 2019, defenders were concerned that their anti-fraud controls do not “talk to one another.” This 

heralded the visibility crisis experienced in 2020 and 2021, when workers and customers explored 
new remote, digital channels and made fraud detection more challenging than ever.

• Also in 2019, respondents said they did not want to add any new anti-fraud controls that might in 
any way impede the customer experience. This issue became a top priority during the pandemic, 
as fraud incidents cried for greater control, yet remote customers proved more fickle than 
ever. It was the year of Customer Identity and Access Management (CIAM) and the mantra was 
“frictionless customer experience.”

• In 2020, third-party risk was voted the second-greatest concern among respondents. And this 
was months before SolarWinds, Colonial Pipeline and Kaseya had C-level executives quaking 
over supply chain security breaches.

MOBILE WAS PLAGUED BY THE SAME FRAUD SCHEMES AS ANY OTHER BANKING AND 
FINANCE CHANNELS:
• The top two fraud schemes via mobile devices in 2019 were account takeover at 30% and fake 

accounts at 22%. The online channel, however, was still the fraudster’s favorite, with over half of 
respondents stating that it was the source of a majority of fraud.

30%

22%

Account takeover

Fake accounts

EXECUTIVE SUMMARY

C-LEVEL EXECUTIVES IN FINANCIAL SERVICES UNDERSTOOD THAT CYBERSECURITY WAS CRITICAL:
• Nearly three-quarters of survey respondents were confident or very confident that their C-suite 

understood the investment needed to counter and mitigate growing fraud threats.

75%
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• Similarly, nearly three-quarters of 2020 survey respondents said they were confident/
very confident their C-level executives “get it” with regard to anti-fraud investments. The 
aforementioned supply chain risks and the ongoing ransomware epidemic only underscore 
that point. One can read it in the news headlines and in the quarterly earnings reports: Business 
executives “get it.” JPMorgan Chase CEO Jamie Dimon recently told his shareholders that 
cybersecurity “may very well be the biggest threat to the U.S. financial system.”

RETURNING TO 2021… 

HOW DO THE 2021 FACES OF FRAUD SURVEY RESPONDENTS ASSESS THE CURRENT 
SITUATION?
On one hand, 60% grade themselves “above average” or “superior” when it comes to identifying 
and mitigating fraud.
Yet, at the same time:
• 55% say their customers and/or partners lack sufficient awareness to protect themselves from 

socially engineered fraud schemes  
• 50% say fraudsters have too much valid customer information at their fingertips that they too 

easily get around our controls to prevent account takeover and origination
• 38% say today’s fraud schemes evolve too quickly for us to keep pace

60%

53%

50%

38%

Customers lack sufficient 
awareness to protect themselves

“Above average” or “superior

Fraudsters have too much 
valid customer information

Today’s fraud schemes 
evolve too quickly

EXECUTIVE SUMMARY
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MEANWHILE, AS A RESULT OF THE PANDEMIC INFLUENCE:
• 51% say there is greater acceptance of the need for anti-fraud controls in customer-facing solutions
• 78% say anti-fraud controls are seen as a more desired customer feature in digital platforms

51%

78%

Greater acceptance of the 
need for anti-fraud controls

Anti-fraud controls are seen as a 
more desired customer feature

Among some of the other key findings: 

THREE MOST CONCERNING FRAUD SCHEMES FOR THE COMING YEAR:
• Account takeover: 45%
• Phishing (non-business email compromise): 42%
• Business email compromise (BEC): 36%

45%

42%

36%

Account takeover

Phishing (nonbusiness 
email compromise)

Business email compromise (BEC)

EXECUTIVE SUMMARY

• And yet when asked: which of these have the greatest priority for your institution in customer-
facing solutions today? Respondents say:

• Fraud Prevention – 31%
• Customer Experience – 69%

31%

69%

Fraud Prevention

Customer Experience
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WHICH OF THE FOLLOWING TECHNOLOGIES ARE YOU PLANNING TO INVEST IN WITHIN THE 
NEXT 18 MONTHS?
• Artificial intelligence/machine learning: 41%
• Multifactor authentication: 31%
• Transaction monitoring: 27%
• Fraud detection and monitoring systems: 27%

41%

31%

27%

27%

Artificial intelligence/
Machine learning

Multifactor authentication

Transaction Monitoring

Fraud detection and 
monitoring systems

TECHNOLOGIES THAT HAVE HAD THE MOST SIGNIFICANT IMPACT ON PREVENTING FRAUD LOSSES:
• Fraud detection and monitoring systems: 60%
• “Positive pay,” debit blocks and other limits on transactional use: 47%
• Device ID: 37%

60%

47%

37%

Fraud detection and 
monitoring systems

“Positive pay”

Device ID

EXECUTIVE SUMMARY
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This report ends with a series of conclusions, as well as expert analysis of the survey results and 
how they can be applied in the months ahead. But, before reviewing the results and analysis, 
please consider: 

THE GROUND MAY HAVE SHIFTED PERMANENTLY 

In this era of “work from anywhere,” banking institutions may resist staffing physical branches and 
customers may be loath to frequent them. The pandemic forced institutions and their customers 
to embrace web/mobile banking and the results—to some degree —may be permanent. At this 
writing, some of the largest U.S. employers are still negotiating about when, or even if, they will ask 
employees to return to offices. If customers can continue to do their banking from the comfort 
of home, what would incentivize them to return to physical branches? Onboarding, relationship 
management and CIAM may be forever changed.

IN THE LAND OF ELECTRONIC TRANSACTIONS, FRICTIONLESS WINS THE DAY 

In some ways, 2020 was the year of CIAM, in which organizations sought a unified and seamless 
way to engage with their customers across all channels— and in return promise a near-frictionless 
customer experience. Having convenient branches and friendly tellers are no longer competitive 
advantages. The race now will be won by the banks that can offer the broadest and easiest 
electronic experiences that are also secure. No one wants to be a fraud victim, but neither do they 
want to be stopped or even paused by their bank’s anti-fraud controls. 
 
Bryan Jardine, the director of product management at survey sponsor Appgate, says that above 
all, use this report as an opportunity to benchmark against peer institutions.

“First, understand where you are in relation to your peers. It’s not a competition, but it is a 
measurement that I think can help you identify just how effective you truly are.” Jardine says. 

As you read this report, he says, ask yourself: “How effective am I at mitigating if I was to be 
attacked by these types of attacks?”

“And if you say, ‘I don’t know, because I haven’t seen it yet,’ that’s the wrong answer.” 
Jardine says. “That’s where you should be planning, preparing for those attacks, because 
they’re going to happen.” 

READ ON FOR AN OVERVIEW OF THE KEY SURVEY FINDINGS.

EXECUTIVE SUMMARY
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BASELINE FRAUD DEFENSE

NOTE: ONLY TOP RESULTS ARE INCLUDED, SO NOT ALL 
TOTALS FOR EACH QUESTION WILL ADD UP TO 100%.

WHAT GRADE WOULD YOU GIVE YOUR ORGANIZATION’S ABILITY TO IDENTIFY AND 
MITIGATE FRAUD? 

Asked point-blank how they assess their organization’s ability to identify and mitigate fraud, an 
even 60% of respondents believe they are above average or superior compared to their peers.
 
But, even in the very next question, as the conversation turns to vulnerabilities, it is clear that 
“above average/superior” is more aspirational than real.

Superior

Average

Below average

Failing

Above average

15%

45%

35%

4%

1%

WHAT DO YOU BELIEVE TO BE THE TOP THREE GREATEST VULNERABILITIES IN YOUR FRAUD 
DEFENSES? 

At a time when phishing attempts are ubiquitous and adversaries are taking advantage of supply 
chain vulnerabilities, it is no surprise to see respondents choose these as their top three gaps in 
current fraud defenses:
• Our customers and/or partners lack sufficient awareness to protect themselves from socially 

engineered fraud schemes: 55%    
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BASELINE FRAUD DEFENSE

• Fraudsters have too much valid customer information at their fingertips and they too easily get 
around our controls to prevent account takeover and origination: 50%

• Today’s fraud schemes evolve too quickly for us to keep pace: 38%
• Also rating relatively high at 28%: we are mired in manual processes

These responses —both the sense of false confidence and acknowledgment of certain baseline 
vulnerabilities —set up the next set of survey responses, which are dedicated to exploring today’s 
top fraud trends and defenses.    

Today’s fraud schemes evolve too 
quickly for us to keep pace

We lack the in-house expertise to 
properly detect and respond

We lack the technology tools to 
properly detect and respond

We are mired in 
manual processes

Our employees lack sufficient awareness 
to protect themselves from socially 

engineered fraud schemes

The COVID-19 remote workforce is 
compounding efforts to monitor 

employees, networks and devices

Our customers and/or partners lack 
sufficient awareness to protect themselves 

from socially engineered fraud schemes

Fraudsters have too much valid customer 
information at their fingertips that they 

can too easily get around our controls to 
prevent account takeover and origination

The antifraud controls we’ve 
deployed have also proven to impede 

the online customer experience

Other (please specify)

38%

14%

21%

28%

14%

16%

55%

50%

15%

15%



The 2021 Faces of Fraud Survey 14

2021 FACES OF FRAUD

PLEASE SELECT THE TOP THREE MOST CONCERNING FRAUD SCHEMES FOR YOUR 
INSTITUTION THIS UPCOMING YEAR.  

When institutions are asked to pick the top three most concerning fraud schemes, the responses 
contain no big surprises. They are scams that trend consistently each year:

• Account takeover: 45%
• Phishing (non-business email compromise): 42%
• Business email compromise (BEC): 36% 

What is new this year is where and how these schemes are being enacted.   

45%

42%

36%

31%

28%

27%

17%

12%

12%

9%

9%

7%

7%

6%

5%

4%

4%

2%

1%

Account takeover

Phishing (non-business email 
compromise)

Business Email Compromise (BEC)

Credit/debit card

New application fraud (onboarding)

Third-party vendor

Mobile applications (rogue 
applications, app cloning, etc.)

Synthetic ID

Check

Insider fraud

First-party

Social media impersonation

Skimming

*Other (please specify)

Call-center

ATM bust-out

Bill pay

Cross-border

ACH/wire fraud
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TODAY, WHAT IS YOUR CUSTOMERS’ 
PRIMARY CHANNEL FOR CONDUCTING 
BUSINESS WITH YOUR INSTITUTIONS? 
(CHECK ONE) WHICH CHANNEL HAS THE 
HIGHEST INCIDENCE OF FRAUD? 

Here is where one starts to see notable 
change. After years of banking relationships 
being initiated and transactions conducted 
broadly in brick-and-mortar branches, 
COVID-19 changed everything.

With the advent of the pandemic, quarantine 
and social distancing, “online via web 
transactions” by far became the top option 
when respondents were asked:

• What today is your customers’ primary 
channel for conducting business 
with your institutions? Online via web 
transactions: 51%

• Which channel has the highest incidence 
of fraud? Online via web transactions: 67%

• Which channels have a cybersecurity 
solution in place? Online via web 
transactions: 93%

What will be telling is when these questions 
are revisited in subsequent years and one can 
assess the staying power of online and mobile. 
Will customers return to branches or continue 
to bank remotely? The fraudsters, no doubt, will 
follow the customers, which is to say: they will 
follow the money.

In-person at our branches

Online via web transactions

Online via mobile transactions

Primary channel

51%

17%
31%

Highest incident of fraud

67%

12%
21%

2021 FACES OF FRAUD
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IN THE PAST YEAR, HAVE YOU EXPERIENCED ANY OF THE FOLLOWING FRAUD INCIDENTS 
SPECIFICALLY RELATED TO THE MOBILE CHANNEL? 

Because of the role mobile played in 2020’s pandemic-driven digital transformation, respondents 
were asked about fraud incidents specifically related to that channel. The top three they identified:

• Rise in fraud incidents via the mobile channel (account takeover, synthetic ID, etc.): 41%
• Rise in creation of fraudulent accounts (customer onboarding) via mobile channel: 23%
• SMS attacks with a malicious link: 19% 

Another 23% said they saw no increase in fraud incidents related to mobility, while 19% declared 
themselves “unsure” because they lack visibility into the channel.

2021 FACES OF FRAUD

41%

23%

23%

19%

16%

17%

19%

11%

4%

2%

1%

No increase in frauds incidents 
related to mobility

Rise in fraud incidents via the mobile channel 
(account takeover, synthetic ID, etc.)

Rise in creation of fraudulent accounts 
(customer onboarding) via mobile channel

Stolen credentials via malware on mobile (fake 
keyboards, SMS scraping, memory scraping, etc.)

SMS attacks with a malicious link

Not sure. I lack visibility to 
mobile channel vulnerabilities

Rise in fraud incidents as a result of 
compromised mobile applications 

(malware, man-in-the-middle attacks, etc.)

Downloading a cloned or modified version 
of your app from untrusted websites/stores

Account compromise due to 
a lost/stolen mobile device

Decrease in such incidents

App compromise due to use of 
jailbroken/rooted phones
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HOW MUCH VISIBILITY DOES YOUR ORGANIZATION HAVE WHEN IT COMES TO IDENTIFYING 
THE IMPACT OF A PHISHING ATTACK? 

Double-clicking on the topic of phishing, respondents were asked how much visibility their 
organizations have in identifying the impact of a phishing attack. Just over 50% claim detailed 
visibility, but nearly as many (46%) say they have limited or no visibility.

2021 FACES OF FRAUD

4%

42%

54%

No visibility

Limited visibility

Detailed visibility

HAS THE NUMBER OF FRAUD INCIDENTS/FINANCIAL LOSSES INVOLVING YOUR 
ORGANIZATION INCREASED, DECREASED OR STAYED STEADY IN THE PAST YEAR? 

Consistent with past Faces of Fraud reports, the numbers of fraud incidents and losses continue to 
rise annually. Notable this year:

• 81% say the number of fraud incidents has remained steady or increased; only 10% note a decline
• 59% say financial losses have increased or remained steady; only 22% see a decrease 

But fraud is about more than the number of incidents and actual dollar losses. It also is about 
nonfinancial tolls, which are accounted for in the next question.

Increased Decreased Remained Steady Unsure

$ of Fraud Losses

24%

22%35%

19%

# of Fraud Incidents 57%

10%

24%

9%
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BEYOND THE FINANCIAL TOLL FROM THE FRAUD INCIDENTS, WHAT NONFINANCIAL LOSSES 
DID YOUR ORGANIZATION SUFFER FROM FRAUD INCIDENTS? 

Historically, “loss of productivity” has been far and away the top nonfinancial impact that Faces of 
Fraud survey respondents have faced. And that remains true this year, with 55% saying it is their 
top nonfinancial loss.

But, also registering on the charts this year are:
• Reputational impact: 39%
• Regulatory or other compliance issues (additional scrutiny from regulators or standards bodies): 29% 

As breaches become more commonplace and better publicized, it is no surprise to see greater 
scrutiny from regulators and customers alike.

2021 FACES OF FRAUD

Regulatory or other compliance 
issues (additional scrutiny from 
regulators or standards bodies)

Loss of productivity

Reputational impact

Loss of customers (moved 
to other institutions)

Other (please specify)

29%

39%

55%

18%

14%
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2021 FACES OF FRAUD

60%

31%

31%

27%

25%

23%

17%

11%

23%

15%

10%

37%

37%

17%

13%

7%

35%

36%

36%

47%

6%

6%

Fraud detection and monitoring systems

“Positive pay,” debit blocks and 
other limits on transactional use

Device ID

Rules-based technology

Cross-channel fraud detection

Dual customer authorization through 
different access devices

Artificial intelligence/Machine learning

Out-of-band verification for authentication

Behavioral biometrics

Out-of-band verification for transactions

Big data analytics

DDoS mitigation

Internet protocol (IP) reputation-based tools

Manual processes to detect online banking anomalies

Fingerprint biometrics for authentication

Voice biometrics authentication in call centers

Facial biometrics for authentication

Orchestration tools/technology

Operational “Fusion Center”

Runtime application self-protection (RASP)

Other (please specify)

Enhanced customer education

WHICH OF THESE TECHNOLOGIES HAS HAD THE MOST SIGNIFICANT IMPACT ON PREVENTING 
FRAUD LOSSES?

Turning to technology solutions, respondents were asked to list which technologies had the most 
significant impact on preventing fraud losses. Their top three:
 
• Fraud detection and monitoring systems: 60%
• “Positive pay,” debit blocks and other limits on transactional use: 47%
• Device ID: 37% 

Rules-based technology was a close fourth at 36%, along with enhanced customer education.
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HOW SATISFIED ARE YOU WITH YOUR CYBERSECURITY SOLUTIONS IN TERMS OF VISIBILITY OF 
ATTACKS AGAINST YOUR ORGANIZATION?

With regard to their level of satisfaction with these cybersecurity solutions in terms of having 
visibility into attacks against their organizations:

• 51% say they are “somewhat satisfied; our security vendor informs us when there are attacks”
• 41% are they are “very satisfied; we have access to a portal where all attack data is displayed and 

is comprehensive”
• Only 8% report they are “not satisfied.”

2021 FACES OF FRAUD

8%

41%

51%

Not satisfied; the solution is 
like a black box

Very satisfied; we have access to a portal where all 
attack data is displayed and it is comprehensive

Somewhat satisfied; our security vendor 
informs us when there are attacks
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2021 FACES OF FRAUD

Our organization currently uses orchestration 
technology to bring together separate departments 

virtually in the event of a cyber attack

Our organization is highly siloed and has no current 
plans to implement physical cross-departmental 

teams and/or orchestration technologies to provide 
a cohesive response to a cyberattack

Our organization is highly siloed, but we plan to 
implement physical cross-departmental teams and/

or orchestration technologies to provide a cohesive 
response to a cyberattack within 12 months

Our organization currently has a physical cross-
departmental “fusion center” designed to provide a swift, 

unified response in the event of a cyber incident

Our organization currently uses orchestration 
technology to bring together separate departments 

virtually AND has a physical cross-departmental 
“fusion center” designed to provide a swift, unified 

response in the event of a cyber incident

28%

21%

10%

24%

17%

HOW WOULD YOU DESCRIBE YOUR INSTITUTION’S ABILITY TO WORK COLLECTIVELY ACROSS 
DEPARTMENTS (SECURITY, LEGAL, COMMUNICATIONS, PRODUCT, OPERATIONS, ETC.) TO 
SHARE INTELLIGENCE AND PROVIDE A COHESIVE RESPONSE TO A CYBERATTACK?

Even in this age of fraud fusion centers, which are increasingly popular even outside of banking 
institutions, in areas such as healthcare, organizational silos remain significant barriers. 

Asked how they would describe their institution’s ability to work collectively across departments to 
share intelligence and provide a cohesive response to a cyberattack:
• 31% describe their organizations as “highly siloed”
• 28% say their organization currently uses orchestration technology to bring together separate 

departments virtually in the event of a cyberattack 
• 24% say their organization currently has a physical cross-departmental “fusion center” designed to 

provide a swift, unified response in the event of a cybersecurity incident
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PLEASE SELECT YOUR ORGANIZATION’S TOP THREE BARRIERS TO IMPROVING FRAUD 
PREVENTION? 

Asked to select their top three barriers to improving fraud prevention, respondents choose 
manual, technical and customer experience, in that order:
• Manual barriers. We rely far too much on manual rather than automated processes, which hurts 

our ability to respond real-time to fraud: 51%
• Technical barriers. Our controls do not “talk to one another” among different parts of the 

organization: 46%
• Customer experience. We do not want to add any new anti-fraud controls that might in any way 

impede the customer experience with our organization: 42%

2021 FACES OF FRAUD

12%

51%

46%

42%

37%

23%

19%

Cultural barriers – there is no easy way to 
get a consolidated view of our customers’ 

activities across all of our channels

Customer experience – we do not want to add any new 
anti-fraud controls that might in any way impede the 

customer experience with our organization

Manual barriers – we rely far too much on manual - 
rather than automated - processes, which hurts our 

ability to respond in real time to fraud

Technical barriers – our controls do 
not “talk to one another” among 

different parts of the organization

Management barriers – we lack executive 
sponsorship to improve our efforts

Regulatory barriers – regulations impede 
our ability to share sensitive information 

across different offices and systems

Other (please specify)
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SINCE COVID 19, ARE ANTI-FRAUD CONTROLS SEEN AS A MORE DESIRED CUSTOMER FEATURE 
IN DIGITAL PLATFORMS? 

Then, when asked “Since COVID 19, are anti-fraud controls seen as a more desired customer 
feature in digital platforms?” 78% said yes.

2021 FACES OF FRAUD

SINCE COVID19, HOW HAS THE ATTITUDE TOWARD ANTI-FRAUD CONTROLS VS. CUSTOMER 
EXPERIENCE CHANGED WITHIN YOUR INSTITUTION? 

Unique to this year’s survey, respondents were asked a pair of pandemic-specific questions related 
to customer experience. Traditionally financial institutions have been resistant to introduce any 
new controls that might compromise the ease of use for customers. How did COVID-19 affect this 
attitude when all transactions were remote for the first time in history?

Asked “Since COVID-19, how has the attitude toward anti-fraud controls vs. customer experience 
changed within your institution?” 51% said there is greater acceptance of the need for anti-fraud 
controls in customer-facing solutions.

4%

45%

51%

There is reduced acceptance of the need for anti-
fraud controls in customer-facing solutions

The attitude toward fraud controls in customer-
facing solutions remains the same

There is greater acceptance of the need for anti-
fraud controls in customer-facing solutions

Yes

No78%

22%
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IN YOUR OPINION, WHICH OF THESE HAVE THE GREATEST PRIORITY FOR YOUR INSTITUTION 
IN CUSTOMER-FACING SOLUTIONS TODAY? 

While fraud prevention remains a significant priority, with 31% saying it’s THE priority, 69% of 
respondents say customer experience remains number one.

HOW MANY SEPARATE PROVIDERS DO YOU PURCHASE FROM TO ACHIEVE YOUR ANTI-
FRAUD NEEDS? 

At a time when enterprises are looking to simplify their security stack and reduce the number of 
vendors with whom they do business, it is no surprises to see that 65% of respondents hope to 
meet their anti-fraud needs by doing business with one to five vendors.

31%

69%

69%

69%

20+

11-19

6-10

1-5

2021 FACES OF FRAUD

Customer Experience

Fraud Prevention69%

31%



The 2021 Faces of Fraud Survey 25

2021 FACES OF FRAUD

HOW DO YOU EXPECT YOUR BUDGET DEDICATED TO FRAUD PREVENTION TO CHANGE IN THE 
NEXT YEAR? 

The good news for fraud organizations: 3% project a budget decrease in 2022. The rest expect level 
funding or budget increases, with 39% expecting 1 to 5% more.
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20%
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27%
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WHICH CHANNELS HAVE A CYBERSECURITY SOLUTION IN PLACE? 
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WHICH OF THE FOLLOWING TECHNOLOGIES ARE YOU PLANNING TO INVEST IN WITHIN THE 
NEXT 18 MONTHS? 

Turning to budgets and investment priorities for 2022, these are the top four technologies that 
respondents have targeted for investments:

• Artificial intelligence/machine learning: 41%
• Multifactor authentication: 31%
• Fraud detection and monitoring systems: 27%
• Risk-based authorization: 23%

2021 FACES OF FRAUD
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Orchestration Tools/Technology

Device ID

Operational “Fusion Center”

Out-of-band verification for authentication

Internet protocol (IP) reputation-based tools

Facial biometrics for authentication

Fingerprint biometrics for authentication

DDoS mitigation

Voice biometrics authentication in call centers

Runtime application self-protection (RASP)

Manual processes to detect online 
banking anomalies
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HOW LARGE IS YOUR ORGANIZATION’S DEPARTMENT ASSIGNED TO FRAUD PREVENTION AND 
DETECTION? 

Staffing, of course, remains at a premium. Nearly half of respondent organizations, or 49%, say 
their team assigned to fraud prevention and detection is made up of fewer than 25 people.

Interestingly, 22% say they have teams larger than 100, but 17% have no designated department at 
all. This is the disparity throughout the industry.

Read on for survey conclusions and expert analysis of these results, what they mean and how to 
put them to work.
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CONCLUSIONS

As the survey wraps up with a set of actionable conclusions, it is 
useful to recap a handful of the most important findings:
• 55% of survey respondents say their customers and/or partners 

lack sufficient awareness to protect themselves from socially 
engineered fraud schemes      

• 50% say fraudsters have too much valid customer information at 
their fingertips and that they too easily get around our controls to 
prevent account takeover and origination

• 38% say today’s fraud schemes evolve too quickly for us to keep pace

These and other supporting findings in this report point to three 
conclusions to take forward:

•	 IT’S ABOUT VOLUME – We live in an age of automated attacks 
that seek to overwhelm with phishing emails, distributed denial 
of service (DDoS) attacks and credential stuffing campaigns. All 
they need is one single crack to breach your defenses. The attacks 
are sophisticated, but the attackers are not. They do not need to 
be experts in phishing, DDoS or credential stuffing to carry out 
a successful attack. They need only to be experts in purchasing 
such services on the dark web. It’s the inharmonic convergence of 
“work from anywhere” and “fraud as a service,” and the result is a 
new accelerated volume of attacks that is no match for traditional 
anti-fraud controls. The volume alone begs for new automated 
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solutions that bring machine learning and behavioral analytics to 
bear to help detect and deter attacks before human intervention. 

•	  IT’S ABOUT VISIBILITY – Nearly everything you knew about fraud 
prior to 2020 has changed. You’ve never had a larger remote 
customer base, or workforce, than you do now and your attack 
surface has never been broader. You have more users, devices 
and applications touching your network and so do your trusted 
partners. In a year rife with business email compromise, phishing, 
ransomware and supply chain attacks, it’s time to fight back 
with solutions that include multifactor authentication, machine 
learning and Zero Trust modeling. There are no more free 
passes; now everyone gets stopped at the gate and checked for 
appropriate, risk-based access and credentials. And, this means 
you need an unprecedented level of orchestration of tools across 
all banking channels to provide that one consistent of view of 
customers and behavior, both legitimate and fraudulent. 

•	 IT’S ABOUT CUSTOMERS AND PARTNERS – If there is a single 
lesson to be learned from SolarWinds, Accellion, Colonial Pipeline 
and Kaseya, it’s this: entities are no longer targets solely because 
of their brand name, sector, size or country of origin. Now you are 
a target solely because of the technology you use or the vendor 
with whom you do business. Supply chain risk has never been 
more acute and mitigation requires more than the questionnaires 
and audits of traditional third-party risk management programs. 
Again, the call is for tools that can respond to behaviors—not just 
compromises—and for models and controls that do the hard work 
of identity proofing for every user, device and application that 
touches your network. For guidance, review the May 2021 White 
House executive order on cybersecurity. The prescription for 
federal agencies is a good fit for banking institutions as well.
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COVID-19: ‘IT WAS A BIG GAME 
CHANGER’ 

Survey Insights and Analysis from Bryan 
Jardine of Appgate.

NOTE: ISMG’s Tom Field discussed the 
survey results with Bryan Jardine, the 
director of product management at 
survey sponsor Appgate. This is an excerpt 
of that conversation.

“It’s interesting that [respondents] feel they’re 
doing a better job, yet even the environment 

itself is almost outpacing our ability to keep up.”

SURPRISING RESULTS 

TOM FIELD: What surprised you in this year’s 
batch of results?

BRYAN JARDINE: There was one truly 
surprising thing that I wanted to talk 
about. That’s the fact that 60% of survey 
respondents said that they feel they’re doing 
above average or better at both detecting 
and mitigating fraud. But, at the same time, 
they suggest there is too much accessibility 
of customer-centric data; customer 
awareness programs have not advanced as 

much as they could have; and threats are 
evolving at a much more rapid pace than 
they have been in the past.

So it’s interesting that they feel they’re doing 
a better job, yet even the environment itself 
is almost outpacing our ability to keep up. 
The rest of the survey results align to where 
their investments are being made: the need 
for adoption of machine learning, of AI, of 
automation of their workloads. It all ties into 
that scenario.
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COVID: THE GAME CHANGER 

FIELD: To what degree was the global 
pandemic a fraud game changer?

JARDINE: It was a big game changer for a 
lot of reasons, primarily because you had an 
influx of new users into channels they hadn’t 
used before. Those who did their traditional 
banking at a branch in person were forced 
to adopt a mobile payment channel or web 
application payment channels. The challenge 
with fraud controls in those environments 
is they rely on historical data. So, we had an 
influx of customers on these platforms that 
existed for years, but there’s nothing to create 
a baseline for that influx of customers. 

What challenges your ability to fight those 
types of events, or at least manage them, is 
that they are existing customers with new 
user profiles. So, if you do have a model that 
analyzes user profiles, new users versus 
existing ones, you’re going to have some 
conflicts and some collisions there with 

“COVID-19 was a big game 
changer for a lot of reasons.”

SURVEY ANALYSIS

what you’re trying to assess versus what 
you’re seeing.

Additionally, they really don’t understand 
those challenges very well. Maybe they’re 
not accustomed to a security control you 
have in place or a step-up authentication 
that you require them to do online versus 
what they would never have had to do 
within the branch. So it had a lot of customer 
impact, from an experience perspective, in 
that transition.

When you challenge more customers in 
those environments, you then have to rely on 
more alerts being generated. Your manual 
processes are not as proficient. You have an 
influx of alerts. Maybe you got 100 a day, now 
you’re getting 200. Your ability to keep pace 
with those additional users, almost overnight, 
affects your ability to mitigate in a real-time, 
or near real-time, environment. That was a 
huge change.
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SUPPLY CHAIN RISK 

FIELD: How should financial institutions take 
a closer look now at their partnerships?

JARDINE: Compliance and regulatory 
obligations already give you audit profiles 
for third-party risk and it usually is part of 
your assessment before you even onboard 
a third party. But fraud risk, generally, isn’t 
so much of a consideration. For example, 
SolarWinds was not a financial loss fraud, but 
it definitely was fraud. As soon as a threat 
actor gains access into systems and they’re 
able to do the things that they’re able to do, 
the downstream result is there is a risk. If the 
SolarWinds hackers had wanted to monetize 
that sort of attack, they could have.

It comes back to the fact that if we don’t 
treat ourselves as compromised already 
and don’t prepare to avoid these types of 
attacks by making sure that if something 
is breached, they can’t access something 
else… if you’re not doing that on a day-to-day 
basis, regardless of the third party you’re 
interfacing with, then that’s the core issue. 
Because, you can’t do business nowadays 
without third-party applications or third-
party services; it’s almost impossible. So 
instead of having one evaluation for every 
single third party, the core strategy needs to 
be solid around how your applications are 
being managed and protected from a Zero 
Trust perspective.

BLIND SPOTS 

FIELD: Visibility has become a huge concern 
for organizations. What fraud blind spots 
most concern you?

JARDINE: One of the biggest challenges is 
identity proofing: knowing the individual, 
the person themselves; tying the device 
that they use to that person; and being able 
to understand what you’re viewing when 
they’re in your sessions. Identity proofing 
is probably one of the hardest challenges 
because it becomes very, very expensive. 
If you’re a global company, every region 
of the world has different identities that 
are acceptable, different ways to validate 
somebody, different networks and different 
form factors. You have 10 different browser 
versions now. And, each one of those makes 
the environment more complex. 

So you can’t really do data normalization 
across the board for customers in Mexico and 
customers in the U.K. versus customers in 
Canada. It’s very hard for a vendor to provide 
those types of solutions. Even internally, if you 
are focused in the U.S., it’s expensive for you 
to try to identify somebody’s identity, and 
the rise of synthetic identities ties into this 
problem. It’s a real problem that I can use 
something completely synthetic and bypass 
controls in most cases. I don’t know that 
financial institutions have a solid plan for that, 
at least globally. 

SURVEY ANALYSIS
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“If I attack you the same way 1,000 times, you’re 
going to stop me 1,000 times. It doesn’t mean 

you got better, it just means I attacked you more 
in a method that you could already detect.”

SURVEY ANALYSIS

CUSTOMER EXPERIENCE 

FIELD: One of the challenges we consistently 
see is the push and pull between increased 
security and the risk of affecting the customer 
experience. How do you recommend that 
institutions approach finding this balance? 
 
JARDINE: That’s one of the aspects of what 
the consumer today is looking for: those 
“no effort” authentication methods. They 
want something transparent for them. They 
don’t care that you do it; they just don’t 
want to have to interact with it. That means 
behavioral biometrics. You talk about things 
that they’re accustomed to doing such as 
unlocking their phone with their face or their 
finger. Those are the types of engagements 
that they’ve been groomed for and those 
tend to be acceptable. But, you have to also 
understand that in 2021 we have customers 
who have been born with iPads in their cribs. 
And we also have retirees who played with 

wooden toys when they were children.
Customer evolution over the last 40 years 
is a dynamic we’ve never seen before and 
you can’t treat every customer the same 
way. You have to understand your customer 
segmentation and be able to tailor the 
experience to the user. You do that by 
implementing the types of controls that are 
most beneficial for that range. Where are 
your exposures? Older bankers and investors 
tend to use their accounts in a completely 
different way than a millennial hardworking 
family. It’s a completely different 
environment, even though you treat them 
as the same customer. Some are more 
tolerant to these types of security controls 
than others. And realistically, you’re going to 
see the growth and the adoption of machine 
learning, AI and behavioral biometrics to be 
the future of authentication.
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“We have people who have been born with 
iPads in their cribs. But we also have the 

retirement communities who played with 
wooden toys when they were children.”

LOOKING TO 2022 

FIELD: What are the technologies and 
solutions that encourage you the most?

JARDINE: The future of fraud management, 
just principles and methodologies, is 
orchestration … data fusion-type tools and 
data fusion-type of environments … and 
the ability to do wall-to-wall evaluations, 
segment new customers, multiple models 
and multiple evaluations. We can compound 
those evaluations to drive an outcome based 
on orchestrating that data between systems 
to give yourself actual intelligence, or at least 
what we consider actual intelligence. Relying 
on individuals to use their insights, but giving 
them the information they need to base 
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those decisions on actual intelligence.
Of course, AI and ML are only going to get 
better. They’ve been proven in the past 
few years, especially machine learning 
algorithms and low sophistication we can 
get behind them, have proven valuable, and 
generate great results . But this also creates 
another challenge. Where before you just 
wrote 100 different rules, now you need to 
have data scientists and machine learning 
evaluators. You need to manage those types 
of environments. So, it’s a little bit different, 
but the scalability and flexibility of machine 
learning models are going to be the future in 
relation to orchestration.



“I do feel that you’re going to see the growth and 
the adoption of machine learning, AI and behavioral 

biometrics to be the future of authentication.”
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FINAL THOUGHTS 

FIELD: How do you recommend that readers 
take the survey results in this analysis and put 
them to work? 

JARDINE: First, understand where you are in 
relation to your peers. It’s not a competition, 
but it is a measurement that can help you 
identify just how effective you truly are. 
Generally, we only have one small sphere of 
influence, and we can only control what it is 
we see. So, you need to get some exposure 
and understand why your peer rated 
themselves as above average or great. You 
need to evaluate that and try to understand 
what they might be doing that you’re not 
doing in terms of investments.

In the first few years of the survey, 
respondents couldn’t even say if they were 
going to make an investment in these types 

THE APPGATE APPROACH 

FIELD: How is Appgate helping its customers 
respond to the shifting fraud landscape? 

JARDINE: Appgate is in a rapid growth 
year. We are coming to the market with 
web-based and mobile-based behavioral 
biometrics. We are in the process of 
releasing our risk orchestration tool, which 
is going to become the core of our risk-
based authentication (RBA) platform. And, 
we are migrating a lot of our risk-based 
authentication into our software-defined 
perimeter (SDP) environments, which 
is becoming a part of that suite of the 
products. We’re also in the middle of 
rebuilding the front and back ends of our 
digital threat protection suite of products. 
We have a lot of things coming at the end 
of this year and the beginning of 2022 that 
we’re really excited about.

SURVEY ANALYSIS



“You never know when you’re going to 
be a victim, and it’s better to prepare.”

The 2021 Faces of Fraud Survey 37

of technologies. Now at least most of them 
know. They’re able to tell you, “Yes, this is 
where, and this is what we’re looking at.” 
That is important. If people are adopting 
machine learning and AI, and you haven’t 
considered it, you have to ask yourself why. 
Maybe you’re just not mature enough yet. 

One of the downfalls to being in fraud 
management is we typically only look at 
results: “I’m not being phished,” or “I don’t 
have account takeover problems” or “I’m 
not losing that much money.” Those are 
the wrong conclusions to make. It should 
be: “How effective am I, if I was attacked 
by these types of threats, at mitigating 
them?” And if you say, “I don’t know, 
because I haven’t seen one yet,” that’s the 
wrong answer. That’s where you should 
be planning, preparing for those attacks, 
because they’re going to happen. 
We’ve seen attacks from the smallest of 
institutions to some of the world’s largest 

institutions. They’re the same type of attacks. 
On most of our drive-by attacks, most of the 
credentials are being harvested through 
data breaches. They just use those scripts 
to run those security interests against 150 
different domains and what comes back, 
comes back. They are targets of opportunity.

Finally, if you don’t have a sophisticated 
environment or a sophisticated team; we 
know a lot of institutions that don’t. Find a 
partner or service provider that can be your 
thought leaders and help you understand 
where your environment is in relation to 
others, and what you really, truly need. 
We’re not talking about buying a suite of 
products that may not apply to you but 
about understanding what you are able to 
do, with either the people or the budget 
you have, and getting some professional 
advice on what type of direction you should 
be taking.
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